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Project consortium

Specific Targeted Research Project with funding fro m EU 6FP.Specific Targeted Research Project with funding fro m EU 6FP.
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StoLPan’s Objectives 

To define secure, interoperable operating environment for 
managing multiple 3rd party NFC services on mobile devices
to enable mass deployment

To demonstrate the use of the methodology in the high street
•Phones
•In-store support devices (smart trolley etc)

- The Mobile Phone Track

- The Retail Track
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The Mobile Phone Track

The Payment Use Case
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How the NFC Ecosystem will work
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Scope of payment use cases

• Contactless NFC Mobile device payment application
• In scope

– open (international) payment schemes 
– closed (proprietary e-purse) payment schemes

• Application management functions
• Application usage functions

• Out of scope
– Defining how a payment application works

• Payment application treated as a ‘black box’
• Assumptions

– Pre-loaded NFC device host application
– Mobile Operator owns NFC device and Secure Element
– Secure Element certified by the payment card schemes
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Payment application management

• Four similar data processes 
• Different data
• Probably different security keys for each 

process
– Application issuance

– Application personalise

– Application update
– Application delete

Application
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Customer Account Holder

System

Customer NFC Device

Application
Personalisation

Application
Deletion

Application Update

Mobile Operator
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Payment Application Usage

Mobile Phone Track
Dashed Line - Optional
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Legal challenges

• Ownership
– handset
– secure element

– application

• Data protection
– customer data
– service 

information
– access to data

• Remote access
– with or without 

user consent

• Liability
– owner of the 

secure element
– owner of the 

application
– OTA service 

provider

Customers are mobile

Services are transnational

C
ountry specific regulations

S
ervice specific regulations
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Ownership

• Who owns the:-
– Applications downloaded into handset:

• Manufacturers vs holders’ property

– Download into SIM card: operators’ property

• Where is the Cardholder Information Stored?
– What is considered as personal data?
– Data protection, access to personal data and data transfer

• consent requirements

• information requirements
• access to data

– Transaction Details 
• PCI DSS
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For More Information

For more information please 
contact:

nick.norman@chyp.com
or

www.stolpan.com

The presentation reflects only the 
author’s views and the Community is

not liable for any use that may be made 
of the information contained therein.


